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AHTUKPU30BUI MEXAHI3M
MNPOTHU/III BIUIUBY 30BHIIIHIM I BHYTPIIIIHIM 3AT'PO3AM
®IHAHCOBOI BE3NEKHU NIAMPUEMCTB MAIIMHOBY/JTY BAHHA

AHortauis. [poBegeHe TeopeTUko-aHaniTMYHe OOCNIAXEHHS, Ske nepegdadyano 03HaNOMITEHHSA 3 OPO6KOM
BITYM3HSAHMX Ta 3aKOPAOHHUX HAyKOBLIB CTOCOBHO 3abe3neveHHs (piHaHCOBOI 6e3neku nianpuemcTs Ta
30iCHEHHSA OLiHKK dhiHaHCOBOI Ge3nekn MawmnHoOyAiBHUX NiNPUEMCTB, Aano 3MOory po3pobuTn opieHTOBaHi
rpadivHi Mogeni Ta BiANOBiAHI iM MaTpuLi AOCSKHOCTI, SIKi BigoOpaxatoTb 3B’A3KMN MiXK 3arpo3amu, i nocnyrysarnm
OCHOBOK N1 iepapxiYHOro BMOPSAKYBAHHS KIHOYOBMX 3arpo3 Ans giHaHcoBoi 6e3nekn malunmHoOyaiBHMX
nianpremcTB B YKpaiHi. lepapxiyHe BnopsiaKyBaHHSA 3arpo3 hiHaHCcoBI 6e3neLi mawmnHobyaiBHUX NignpuemMcTB
3[iiCHEHO Ha OCHOBI 3aCTOCYBaHHsI METOAY Teopii rpadpis. Yci 3arpo3n yMOBHO NOAINEHO Ha ABi rpynn: 30BHILLHI
Ta BHYTPILLHI, LLO NOB’A3aHO NPMPOAOHO iX BUHUKHEHHS Ta BNIMBOM Ha hiHaHCOBY 6e3neky MaluMHOOYAiBHMX
nignpuemcts. Po3pobneHi mogeni galTb ysIBNEHHS Npo HeoOXigHICTb peanisauii 3aXMCHUX 3axo4iB LUOAO
KIMOYOBMX 3arpos, Lo BaXKIIMBO 3 NOrnsay 0OMeXeHOCTi pecypciB Ta AOCATHEHHSI MakCUMarnbHOT eDEKTUBHOCTI
nin cy6’exTiB 6e3nekn. OTpMMaHmin pesynbraT € ycepeaHeHnM Ans BinbLlIoCTi BITYM3HAHMX MaLIMHOOYLiIBHUX
NiaNPUEMCTB, afi)Xe KOXEH i3 HMX nepebyBae nig BNAMBOM 30BHILLHBOrO CepefoBuLLa Ta 3MiH, SIKi CNPUYUHEHI
BHYTpILWHIMM npouecamun. [obyaoBaHO aHTUKPU3OBUIA MeXaHi3aM NPOTUAIT BNAMBY 30BHILUHIM i BHYTPILIHIM
3arposam cpiHaHcOoBIV 6e3neui NianpremMcTs MalnMHOByaQyBaHHS, KM BpaxoBye Cy4YacHi TeHAEHLii po3BUTKY
ranysi. loBegeHo, LWo 48 NpoTuail BNAnBY 30BHILLHIM i BHYTPILLHIM 3arpo3am ciHaHcoBir 6e3newinignpyemcTtaa
HeoOXifHO 3aCTOCOBYBaTK ABa NPOTUNEXHI 3a 3MICTOM aHTUKPM30BI NNaHu, siki nependayaoTe aganTtauio abo
npotugito. Mepwnii — aganTauinHiiA — OOUINbHO BMKOPUCTOBYBATM ONA 3aXMCTY Bif Ail 30BHILLHIX 3arpos,
Konmu Apyrui, wo nepenbadae npotuailo 3arposam, Moxe Oyt obpaHui 3a YMOBWU CYTTEBOIO HEraTMBHOMO
BMSMBY BHYTPILLHIX 3arpo3. B 0CHOBY 3anponoHOBaHOMO aHTUKPM3OBOrO MeXaHi3aMy MoknageHo HeobXigHiCTb
opMyBaHHS CUCTEMW aHTUKPU3OBOrOYy MPaBIiHHA, SIKa CKIafaeTbCs i3 B3aEMOMOB’A3aHMX efNeMeHTiB Ta
nepenbavae NocnigoBHY peanisaLlito 3axXoA4iB LWo40 CBOEHACHOMO BUSIBIIEHHS, OLLIHKM Ta pO3p006eHHs 3aXUCHUX
3axogiB onsa opMyBaHHA 6e3nevYHUX yMOB PO3BUTKY MaLLMHOOYAIBHUX NiANPUMEMCTB B YKpaiHi.
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ANTI-CRISIS MECHANISM OF COUNTERING THE IMPACT
OF EXTERNAL AND INTERNAL THREATS OF THE FINANCIAL SECURITY
OF MACHINE-BUILDING ENTERPRISES

Abstract. The theoretical and analytical study, which provided for familiarization with the work of domestic
and foreign scientists in ensuring the financial security of enterprises and in assessing the financial safety of
machine-building enterprises, allowed to develop the oriented graphic models and corresponding matrices
of relevance that reflected the links between threats and served as the basis for hierarchical ordering of key
threats to the financial security of machine-building enterprises in Ukraine. Hierarchical ordering of threats to
the financial security of machine-building enterprises is based on the application of the method of graph theory.
All threats are conditionally divided into two groups: external and internal, which is related to the nature of their
occurrence and the impact on the financial security of machine-building enterprises. The developed models
give an idea of the need to implement protective measures for key threats, which is important in terms of limited
resources and to achieve maximum effectiveness of security subjects. The result obtained is averaged for
most domestic machine-building enterprises, because each of them is influenced by the external environment
and changes caused by internal processes. An anti-crisis mechanism for countering the influence of external
and internal threats to the financial security of machine-building enterprises was built, taking into account the
current trends in the industry. It is proved that in order to counteract the impact of external and internal threats
to the financial security of the enterprise, it is necessary to apply two anti-crisis plans that are opposite in
content, which include adaptation or counteraction. The first one is adaptive — it is advisable to use it to protect
against external threats, when the second one provides for counteraction to threats, can be elected with a
significant negative impact of internal threats. At the heart of the proposed anti-crisis mechanism is the need
to form a system of anti-crisis governance, consisting of interrelated elements and provides for the consistent
implementation of measures for the timely identification, assessment and development of protective measures
to create safe conditions for the development machine-building enterprises in Ukraine.

Keywords: financial security of the enterprise, internal threats, external threats, anti-crisis management; anti-
crisis mechanism
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Introduction
In recent years, the domestic economy is experi-
encing one of the worst times: the intensification
of inflationary processes, the low exchange rate
of the national currency in relation to the foreign,
the decline in the purchasing power of the popula-
tion, the intensification of labor migration due to
easing border crossing conditions and the like. All
this forms a very unstable external environment to
which it is difficult to adapt to domestic enterprises.
Unfortunately, the number of threats that
can affect Ukrainian enterprises only grows and
often their influence can be observed precisely in
the financial sphere, so ensuring the proper level
of financial security for today is one of the most
important scientific topics among scientists, in
particular: O. Malyk [1] investigated what impact
risks, dangers and threats have on the finan-
cial security of the enterprise; G. Smokvina [2]
investigated the common features of the impact

of financial security threats with dangers to eco-
nomic security; O. Marchenko [3] distributed the
directions of increasing the level of financial secu-
rity from mega-economic to nano-economical;
O. Plastun [4] investigated the development of the
financial security system of business entities in the
sphere of material production, etc.

When it comes about the ensuring the finan-
cial security of enterprise, this can not touch such
a term as a financial crisis, since preventing its for-
mation is one of the main tasks for the financial
security of any enterprise. A financial crisis can
result from the impact of both internal and exter-
nal threats. For its prevention and overcoming,
the system of anti-crisis management is applied,
which, after the financial crisis in 2008, gained
high actualization in research among leading sci-
entists, in particular: N. Yershova [5] investigated
the diagnostics in the system of anti-crisis man-
agement; V. Sharyi [6] researched anti-crisis tech-
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nologies as a mechanism for realizing the goals
of public administration; A. Pogrebnyiak [7] has
formed conceptual provisions for the formation of
the mechanism of anti-crisis management, etc.
Despite the considerable scientific achieve-
ment both in the sphere of ensuring financial secu-
rity and in the sphere of the anti-crisis management
system of the enterprise, today one of the largest
industries of Ukraine suffers from the influence of
a number of external and internal threats, namely,
the machine building industry. It is necessary to
pay attention to this sector and develop an effective
model that would streamline the hierarchical impact
of certain external and internal threats on their finan-
cial security, with a subsequent definition of which
specific anti-crisis measures should be used.

1. Formation of the model of the hierarchy the
impact of external threats on the financial secu-
rity of machine-building enterprises

According to the results of the theoretical and
analytical study, which provided for familiariza-
tion with the work of domestic and foreign sci-
entists to ensure the financial security of enter-
prises [8—10] and to assess the financial security of
machine-building enterprises, in particular, PJSC
«Verkhnodniprovskyi mashynobudivnyi zavod»;
PJSC «Hrebinkivskyi mashynobudivnyi zavod»;
PJSC «Zavod « TEMP»«; PJSC «Konveier»; PISC
«Krasylivskyi mashynobudivnyi zavody»; PJSC
«Novohrad-Volynskyi zavod silhospmashyn»;
PJSC «Odeskyi mashynobudivnyi zavod»; PJSC
«Poltavskyi mashynobudivnyi zavod»; PJSC
«Smilianskyi mashynobudivnyi zavod»; PJSC
«Kharkivskyi elektrotekhnichnyi zavod «Ukrele-
ktromash»«, a set of key threats to the financial
security of machine-building enterprises was sin-
gled out. Conditionally, all threats are divided into
external and internal, so their consideration will
be carried out consistently. To external threats that
most significantly affect the financial security of
machine-building enterprises can be attributed:

— the instability of the national financial
system, the emergence of threatening crisis trends,
shortcomings in the use of modern financial instru-
ments (including international ones);

— the volume of the domestic market and
the growth of competition from foreign commod-
ity producers;

— high loan interest rates on loans from
commercial banks;

— insufficiently developed legal system for
protecting investors’ rights;

— illegal activity of criminal structures,
competitors, firms and individuals, and corruption
in state government agency;

— labor potential migration;

— inflationary processes.

Suppose that the set of certain threats is
some set Z = {Zl,zz,...,zn} [11]. With this set, we
will choose a subset Z, € Z, of significant threats.
For clarity, the mathematical notation of each

factor will be supplemented with its mnemonic
name:

Table 1

List of external threats to financial security
of machine-building enterprises and their

mathematical designation

Mnemonic
name

Name

of the threat
the instability of the
national financial
system, the emergence of
threatening crisis trends,
! shortcomings in the
use of modern financial
instruments (including
international ones)
the volume of the
domestic market and the
zZ growth of competition DM
from foreign commodity
producers
high loan interest
Z rates on loans from LC
commercial banks
insufficiently developed
legal system for
4 protecting investors’
rights
illegal activity of
criminal structures,
competitors, firms
5 and individuals, and
corruption in state
government agency

Mathematical
notation

INF

LS

IA

. labor potential migration ML

Z, inflationary processes 1P

At the first stage, the subset of threats Z1
and possible interrelations between them are rep-
resented as an oriented graph (Graph 1), at the
vertices of which the elements of the subset Z1
are placed, the arcs connect adjacent pairs of ver-
tices (zi, zj) for which the connection is defined. It
indicates a certain dependence of one threat (the
beginning of the arrow) on the other (the end of
the arrow).

Based on the constructed graph, we con-
struct the binary matrix of the dependence A for
the set of vertices Z1 as follows [11].

on the criterion (the vertex)j;
0, if the criterion (vertex) and does depend

on the criterion (the vertex)j.

{ 1, if the criterion (vertex) and depends }
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Graph 1. Graph of links between external threats
for the financial security of machine-building enterprises

The matrix A of dimension 7 x 7 elements is
placed in the table, adding to it an information line
and a column with the names of threats (Table 2).

Table 2
The binary dependence matrix

1 2 3 4 5 6 7

INF| DM | LC | LS | IA | ML | IP

1 |INF| O 0 0 0 1 0 0

2 |DM| 1 0 1 1 1 0 1

3 | LC 1 0 0 0 0 0 0

4 LS| 0O 0 0 0 0 0 0

5 IA| 0 0 0 0 0 0 0

6 |ML| 1 0 0 0 1 0 1

7 IP 1 0 0 0 0 0 0

On the basis of the matrix A, we construct
the attainability matrix as follows. We form the
binary matrix (I + A), where I — is the identity
matrix. As a result, the reachability matrix must
satisfy condition:

k+1

(I+A)k_1 £(1+A)k =(I+4) .
The actual construction of the binary matrix
is reduced to filling the table (Table 3), similar to

the one above, the binary elements of which are
determined by the following rule:

_ 1, if from i can be accessed in j; }
i 0, otherwise.

Table 3

Reach matrix

1 2 3 4 5 6 7

INF|/ DM | LC | LS | IA | ML | IP

1 |INF| 1 0 0 0 1 0 0

2 |DM| 1 1 1 1 1 0 1

3 | LC 1 0 1 0 0 0 0

4 LS| 0 0 0 1 0 0 0

5 IA| 0 0 0 0 1 0 0

6 |ML| 1 0 0 0 1 1 1

7 1P 1 0 0 0 0 0 1

The vertex zj is reached from the vertex zi,
if in the graph (see Graph 1) there exists a path
that leads from the vertex zi to the vertex zj. Such
a vertex is called attainable. We denote the subset
of such vertices by S (zi). Similarly, the vertex zi
is the predecessor of the vertex zj, if it reaches its
vertex. Let the set of vertex-predecessors form a
subset of P (zi).

Finally, a section of subsets of vertices of
achievable and vertex-predecessors, that is, a subset

R(zi)zS(zi)mP(zi), (1

whose vertices are not reached with any of the vertices
of the set Z1 that remain, determines a certain level of
the priority hierarchy of the action of threats related to
these vertices. An additional condition in this case is to
ensure equality.

P(z)=R(z). 2)

The implementation of the set of the above
actions gives the first level (the lowest in terms of the
importance of influence on the process under investi-
gation) threat hierarchy. To determine it on the basis
of the preliminary matrix, we construct table 4.

Table 4
Calculation table
i S(z) Piz) | S(z)nP(z)
1 LS 1,2,3,6,7 1
2 1 1,2,3,4,57 2 2
3 1,3 2,3 3
4 4 2,4 4
5 5 1,2,5,6 5
6 1,5,6,7 6 6
7 1,7 2,6,7 7
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The second column of this table is the
numbers of the individual elements of the corre-
sponding rows of the access matrix, the third is
the numbers of the individual column elements
of this matrix. Equality (2) is satisfied for the
2nd — the volume of the domestic market and
the growth of competition from foreign com-
modity producers (DM) and the 6th — migration
of labor potential (ML) threats. According to the
hierarchy analysis method [12], these threats are
among the lowest priority level of influence on
the financial security of machine-building enter-
prises. Next, from table 4, we remove rows 2 and
6, and in the i-th columns we delete the figures 2
and 6. We get the table 5, which is the basis for
calculating the second iteration of finding the
threat numbers, which determine the next level
of the hierarchy.

Table 5
Calculation table
i S(z) P(z) S(z)n P(z,)
1 1,5 1,3,7 1
3 1,3 3 3
4 4 4 4
5 5 LS 5
7 1,7 7 7

In the second iteration, equality (2) is ful-
filled for the 3rd — high loan interest rates on loans
from commercial banks (LC), 4th — insufficiently
developed legal system for protecting investors’
rights (LS) and 7th — inflationary processes (IP)
threats. These threats determine the next level of
the hierarchy. Therefore, we delete rows 3, 4 and 7
from table 5, and in figures 3, 4 and 7 in columns
2 and 3. Without further calculations, we can state
that the highest level of the hierarchy will be occu-
pied by the first — the instability of the national
financial system, emergence of threatening crisis
trends, shortcomings in the use of modern finan-
cial instruments (including international ones)
(INF) and the fifth — the illegal activities of crimi-
nal structures, competitors, firms and individuals
and corruption in state government agency (IA)
threats.

Having located threats at certain levels, we
get a hierarchically structured model (Graph 2),
which simulates the priority of their impact on
the financial security of machine-building enter-
prises.

@
v

@
@

Graph 2. Model of the hierarchy the impact
of external threats on the financial security

of machine-building enterprises

2. Formation of the model of the hierarchy the
impact of internal threats on the financial secu-
rity of machine-building enterprises
At the next stage of the study, our attention was
focused on internal threats of the financial security
of machine-building enterprises, which include:

— insufficient amount of own circulating
assets;

— growth in volume and a decrease in the qual-
ity of receivables and payables;

— use of ineffective instruments for risk man-
agement;

— lack of an effective system for motivating
employees of financial departments;

— inefficient accounting and analytical support;

— dependence on external sources of financing;

— decrease in profitability of financial and
economic activity.

For each threat, its mathematical designa-
tion is defined (Table 6).

Table 6

List of internal threats to financial security
of machine-building enterprises
and their mathematical designation

.Mathema.l- Name of the threat Mnemonic
tical notation name
7 insufficient amount of own CA

! circulating assets
growth in volume and a
Z decrease in the quality of DQ
receivables and payables
use of ineffective

Z, instruments for risk RM
management
lack of an effective system

Z, for motivating employees of ME

financial departments
inefficient accounting and

Zs analytical support AAS
dependence on external
Z . ES
6 sources of financing
decrease in profitability
Z of financial and economic DP

activity
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We build a graph of links between internal
threats to the financial security of machine-build-
ing enterprises according to the methodological
foundations described above (Graph 3).

Graph 3. Graph of links between internal threats
for the financial security of machine-building enterprises

Based on the graph (Graph 3), we form the
binary matrix of the dependence (table 7).

5 5 1,2,4,5 5
6 1,2,3,6 6 6
7 3,7 7 7

Equality (2) is satisfied for the 4th — lack of
an effective system for motivating employees of
financial departments (ME), 6th — dependence on
external sources of financing (ES) 7th — decrease
in profitability of financial and economic activity
(DP) threats. These internal threats form the low-
est level of priority for the impact on the financial
security of machine-building enterprises. Next, we
remove rows 4, 6 and 7 from table 8, and delete
the digits 4, 6, and 7 in the ith columns. We obtain
table 9, which is the basis for calculating the sec-
ond level of the threat hierarchy.

Table 9
Calculation table
i S(z) Pe) | S(z)nP(z)
1 1,5 1,2 1
2 1,2,3,5 2 2
3 3 2,3 3
5 5 1,2,5 5

Table 7
The binary dependence matrix
1 2 3 4 5 6 7
CA | DQ | RM | ME [AAS| ES | DP

4 |ME| O 0 0 0 1 0 0

5 |[AAS| 0 0 0 0 0 0 0

6 | ES 1 1 1 0 0 0 0

7| DP| O 0 1 0 0 0 0

Having lowered the moment of constructing
the reachability matrix, we form the first calcula-
tion table for internal threats to the financial secu-
rity of machine-building enterprises (table 8).

Table 8
Calculation table
i S(z) P(z) S(z) P(z;)
1 1,5 1,2,6 1
2 1,2,3,5 2,6 2
3 3 2,3,6,7 3
4 4,5 4 4

The second level of the hierarchy forms the
2nd — growth in volume and a decrease in the qual-
ity of receivables and payables (DQ) threat. With-
out further intermediate calculations, it is possible
to construct a structured model (Graph 4), which
characterizes the priority of the impact of threats
on the financial security of machine-building
enterprises.

Level 2

Level 3

Ga

Graph 4. Model of the hierarchy the impact
of internal threats on the financial security

of machine-building enterprises




ISSN 2617-4170 Anti-crisis mechanism of countering the impact of external and internal threats ...

129

3. Anti-crisis mechanism to counter the impact
of external and internal threats to the financial
security of the machine-building enterprises

Applying the theory of graphs, we were able
to order hierarchically the external and internal
threats identified by us and determine the prior-
ity of each of them influence the financial secu-
rity of engineering enterprises. The results of

this research make it possible to form a modern
mechanism (the threats were formed based on
the results of an analysis of the activities of the
selected group of machine-building enterprises
in the period 2013-2017) to protect against these
threats through the use of the system of anti-crisis
management (Graph 5).
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Graph 5. Anti-crisis mechanism to counter the impact of external and internal threats
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Anti-crisis measures that can be applied
to the enterprise differ in the dependent type of
threats at the moment that most affect its financial
security. Therefore, we saw two anti-crisis plans
that must be applied in the event of an impact of
a particular threat:

1. Adaptive anti-crisis plan, which must be
used in case of significant influence from external
threats. The problem is that, basically, the enter-
prise simply can not put up any counteraction to
the influence of a large number of external threats.
For example, an enterprise can not affect the level
of inflation or stop labor migration throughout the
country. So in that case, the only way out is to
comply with the adaptation plan, which involves
the development of appropriate adaptation pro-
grams.

2. An anti-crisis plan to counter threats can
be chosen to protect against the impact of internal
threats, since this type of threat can be effectively
controlled and prevented from internal services of
the enterprise.

An important place in the implementa-
tion of each anti-crisis plan to protect against
the impact of threats on the financial security of
machine-building enterprises is the amount of
available resources. The main ones that should
be used by subjects of anti-crisis management
are not only financial but also personnel, infor-
mation and so on. That is, the effectiveness of
the implementation of the anti-crisis mecha-
nism depends on the clarity of the formation of
the system of anti-crisis management and the

List of Reference

allocated resources for the implementation of
anti-crisis plans.

Conclusions

The theoretical and analytical study allowed to
develop oriented graphic models and correspond-
ing access matrices that reflect the connection
between threats and served as the basis for hierar-
chical ordering of key threats to the financial secu-
rity of machine-building enterprises in Ukraine.

We consider it expedient to emphasize that
out of the entire set of threats we have identified
only the most significant ones, which are subse-
quently hierarchically ordered by applying the
theory of graphs. The result obtained is averaged
for most domestic machine-building enterprises,
because each of them is influenced by the external
environment and changes caused by internal pro-
cesses.

Our anti-crisis mechanism for countering
external and internal threats to the financial secu-
rity of machine-building enterprises provides for
the formation of the system of anti-crisis manage-
ment, the result of which is the development of
two options for anti-crisis plans, which makes it
possible to ensure the level of financial security
necessary to create safe conditions for the devel-
opment of the enterprise.

Further investigation requires the issue of
the formation of effective resource support for the
process of applying anti-crisis measures in the sys-
tem of ensuring the financial security of machine-
building enterprises.
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